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➢ Number of advertisements & trackers on the internet has gone up.
➢ They collect personally identifiable information about user, user behavior and 

sensitive information
➢ Used to provide personalised advertisements and track the user
➢ Major threat to user privacy and security
➢ Ad blockers were developed to prevent this abuse
➢ Traditional Ad blockers are based on static blacklist 

Introduction
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Research Contributions

➢ Novel approach to develop Ad blockers
➢ Overcome issues of traditional Ad blockers:

○ Performance issues 
○ Inefficiency of static blacklists
○ Frequent updates to blacklists

➢ Can be combined with traditional Ad blockers
➢ Comparative study of application of various Machine Learning algorithms to this 

problem
○ Logistic Regression
○ Random Forest (RF)
○ Support Vector Machines (SVM) classifier
○ Decision Tree classifier
○ K-Nearest Neighbors (KNN) classifier 
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Literature Review

❏ Iqbal et al. proposed a graph-based machine learning approach.
❏ Bhagavatula et al. trained a supervised machine learning model based on 

keywords extracted from HTTP query string.
❏ Zain ul abi Din et al. proposed an ad blocker system based on deep learning.
❏ Mughees et al. performed a study using patterns during DOM changes.
❏ Gugelmann et al. introduced a machine learning based method for classifying 

WTA requests - WTAGraph
❏ Hieu Le et al. [7] proposed AutoFR, that relies on reinforcement learning (RL) to 

generate filter rules in order to block unwanted URLs.
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Methodology

1. Collected dataset from:

a. Ad blocker dataset - list of websites serving advertisements.
b. Alexa Top 1M websites - considered to be non-ad serving websites.

2. Perform web scraping on all the domains to collect data

a. Static Features (Occurrences of special characters, length of domain, count of digits, etc. )
b. Dynamic Features (Data extracted from webpage)
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Methodology

3. Perform Exploratory Data Analysis

○ Visualization
○ Compare correlation between different variables
○ Construct  word cloud to identify important 

keywords
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Methodology 

4. Apply Natural Language Processing on dataset
a. Extract text data
b. Apply stemming, lemmatization, remove stop words, lower case conversion, remove special 

characters

5. Apply and Compare various Machine Learning Algorithms
a. Logistic Regression
b. Random Forest
c. Support Vector Machines (With different SVM Kernels)
d. Decision Tree classifier
e. K-Nearest Neighbors (KNN) classifier (With different values of K)
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Results
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Results

Best results were given by Random Forest Classifier & Support Vector Machine (SVM) classifier.
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Conclusion & Future work

➢ Developed a novel approach for developing ad blockers.
➢ The approach overcomes three major problems associated with traditional ad blockers
➢ The approach can be combined with the traditional static blacklist model to get the best 

of both worlds.
➢ Identified that Random Forest Classifier & Support Vector Machine (SVM) classifier works 

best in the scenario.
➢ The model can be incorporated into a browser extension that can be used in real-world 

scenarios
➢ The paper focuses only on metadata that was extracted by using a limited number of 

features that were derived from a web page.
➢ Many other features and algorithms can be explored.
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