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Prerequisites 

01 The PersistentManager is enabled and should be using a 
FileStore.

02 Attacker should be able to upload arbitrary files and should 
know file name and location.

03 There are gadgets in the classpath that can be used for a 
Java deserialization attack. 

#
#
#
#


The Persistent 
Manager

1. Key interface for JDO-aware application 
components.

2. Manages sessions.

3. Sessions used to preserve state between 
client requests
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What does a Session Manager do?

1. Storage location
2. Storage format
3. Generation of Session IDs
4. Session Attributes
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Tomcat provides two implementations:

1. org.apache.catalina.session.StandardManager (Default)

2. org.apache.catalina.session.PersistentManager (Target)
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Storing sessions using PersistentManager

1. FileStore:   Swapped sessions stored as file with the name based on the 
session ID

2. JDBCStore:  Stores in the database. Each swapped session will be stored 
as individual row.
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How to enable PersistentManager?

 conf/context.xml_   

#
#
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The Exploit !



PersistentManager

#
#
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#


●
●
●

● Tries to read data.

● Tries to unserialize it.

● Loads session from file

#
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